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1
Decision/action requested

This contribution clarifies the entropy CK and IK only related with the length of long term key, but not TOPC.
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Rationale
Clause 9.1 “Ensuring system parameters support variable length keys” is supposed to address the capacity of ciphering and integrity protection keys, however, some deductions may mislead system design. This CR would clarify some concepts. 
Reasons: In present system, OPC and K are both 128 bits [2] independently. If CK and IK derived from these two secrets, then the combination of CK and IK, i.e., CK||IK, has an entropy of 256 bits. Under this deduction, by simply removing output truncation of HMAC-SHA-256, Key hierarchy can be derived with 256-bit entropy.

However, the entropy of CK||IK should not be the entropy summation of the two secrets, i.e., K and OPC. OPC is private information and recommended to be kept secretly, but it is derived by K and OP. OP is the unique code to distinguish MNO. Leakage of OP/OPC might happen due to stuff’s misoperation,  cyber-attack or USIM hacked, and update of OP seems a high-cost. Only the variant long term key, K, can protect users profits, even if OP leaks. The security of information depends on the algorithm with cipher key, K. The security capability relies on the length of K, thus, only a 256-bit long term key could generate CK and IK with entropy of 256 bits. It is not appropriate to calculate entropy by the entropy summation of OPC and K.
4
Detailed proposal
*************** Start of Change 1 ****************
… …
9.1 Ensuring system parameters support variable length keys 
Since the 5G system will be expected to support 128-bit as well as 256-bit keys, it cannot be assumed that any such key is of a fixed length. Accordingly, all messages, fields and other parameters communicating cipher keys and integrity keys in the 5G system should allow for the fact that the associated key has variable length. 

The entropy of other keys in the key hierarchy (KSEAF, KAMF, KgNB etc.) is decided by the entropy of long term key. As a general principle, it would be desirable to preserve as much entropy as possible through the key hierarchy. Even if independent 256-bit ciphering and integrity keys derived from 256-bit K is established between the UE and any node, entropy of the keys is 256 bits. Accordingly, messages, fields and other parameters communicating other keys in the hierarchy should allow for the fact that the associated key may have variable length.

Editor's Note: Use of concept of entropy key to describe security parameters is FFS.
*************** End of Change 1 ****************
